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This PowerPoint 2007 template produces a 36”x48” 
presentation poster. You can use it to create your research 
poster and save valuable time placing titles, subtitles, text, 
and graphics.  
 
We provide a series of online tutorials that will guide you 
through the poster design process and answer your poster 
production questions. To view our template tutorials, go 
online to PosterPresentations.com and click on HELP DESK. 
 
When you are ready to print your poster, go online to 
PosterPresentations.com 
 
Need assistance? Call us at 1.510.649.3001 

 
 

Q U I C K  S TA RT 
 

Zoom in and out 
 As you work on your poster zoom in and out to the level 
that is more comfortable to you.  
 Go to VIEW > ZOOM. 

 
Title, Authors, and Affiliations 

Start designing your poster by adding the title, the names of the 
authors, and the affiliated institutions. You can type or paste text into 
the provided boxes. The template will automatically adjust the size of 
your text to fit the title box. You can manually override this feature and 
change the size of your text.  
 
TIP: The font size of your title should be bigger than your name(s) and 
institution name(s). 
 
 

 
 

Adding Logos / Seals 
Most often, logos are added on each side of the title. You can insert a 
logo by dragging and dropping it from your desktop, copy and paste or 
by going to INSERT > PICTURES. Logos taken from web sites are likely to 
be low quality when printed. Zoom it at 100% to see what the logo will 
look like on the final poster and make any necessary adjustments.   
 
TIP:  See if your school’s logo is available on our free poster templates 
page. 
 

Photographs / Graphics 
You can add images by dragging and dropping from your desktop, copy 
and paste, or by going to INSERT > PICTURES. Resize images 
proportionally by holding down the SHIFT key and dragging one of the 
corner handles. For a professional-looking poster, do not distort your 
images by enlarging them disproportionally. 
 

 
 
 
 
 
 

Image Quality Check 
Zoom in and look at your images at 100% magnification. If they look 
good they will print well.  
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Q U I C K  S TA RT ( c o n t . )  
 

How to change the template color theme 
You can easily change the color theme of your poster by going to the 
DESIGN menu, click on COLORS, and choose the color theme of your 
choice. You can also create your own color theme. 
 
 
 
 
 
 
 
You can also manually change the color of your background by going to 
VIEW > SLIDE MASTER.  After you finish working on the master be sure to 
go to VIEW > NORMAL to continue working on your poster. 
 

How to add Text 
The template comes with a number of pre-
formatted placeholders for headers and text 
blocks. You can add more blocks by copying and 
pasting the existing ones or by adding a text box 
from the HOME menu.  

 

 Text size 
Adjust the size of your text based on how much content you have to 
present. The default template text offers a good starting point. Follow 
the conference requirements. 

 

How to add Tables 
To add a table from scratch go to the INSERT menu and  
click on TABLE. A drop-down box will help you select rows 
and columns.  

You can also copy and a paste a table from Word or another PowerPoint 
document. A pasted table may need to be re-formatted by RIGHT-CLICK 
> FORMAT SHAPE, TEXT BOX, Margins. 
 

Graphs / Charts 
You can simply copy and paste charts and graphs from Excel or Word. 
Some reformatting may be required depending on how the original 
document has been created. 
 

How to change the column configuration 
RIGHT-CLICK on the poster background and select LAYOUT to see the 
column options available for this template. The poster columns can also 
be customized on the Master. VIEW > MASTER. 

 
How to remove the info bars 

If you are working in PowerPoint for Windows and have finished your 
poster, save as PDF and the bars will not be included. You can also 
delete them by going to VIEW > MASTER. On the Mac adjust the Page-
Setup to match the Page-Setup in PowerPoint before you create a PDF. 
You can also delete them from the Slide Master. 
 

Save your work 
Save your template as a PowerPoint document. For printing, save as 
PowerPoint or “Print-quality” PDF. 
 

Print your poster 
When you are ready to have your poster printed go online to 
PosterPresentations.com and click on the “Order Your Poster” button. 
Choose the poster type the best suits your needs and submit your order. 
If you submit a PowerPoint document you will be receiving a PDF proof 
for your approval prior to printing. If your order is placed and paid for 
before noon, Pacific, Monday through Friday, your order will ship out 
that same day. Next day, Second day, Third day, and Free Ground 
services are offered. Go to PosterPresentations.com for more 
information. 
 

Student discounts are available on our Facebook page. 
Go to PosterPresentations.com and click on the FB icon.  
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In the current world, we have a huge number of devices connected to the 
internet. Gartner’s prediction [7] estimates that close to 21 billion devices 
that rely on IoT would have been connected by 2020. Home monitoring 
systems, personal health gears, numerous wearable devices, cars, 
appliances are some example of growing field of internet of things (IoT). 
Through sensors, connectivity, people and processes, the smart system of 
internet of things exchange enormous amount of data and potentially hold 
valuable information for investigators. Our contribution in this paper is the 
forensic analysis of Nest mobile application installed in iPhone devices 
which is used to control Nest devices such as, the thermostat, indoor and 
outdoor cameras. The information contained within the Nest app can prove 
invaluable to law enforcement in the investigation of crimes. The primary 
goal of this paper is to identify, extract and document artifacts created by 
Nest app on iOS devices. The artifacts are extracted from iTunes backup 
files. We also classify these artifacts in a forensically sound manner to 
provide useful insights to forensic investigators. The following figure is 
from Cisco IBSG, April 2011: 

INTRODUCTION	

OBJECTIVES	

The devices used for this study are the 2nd generation Nest Learning 
Thermostat, Nest Indoor camera and Nest outdoor camera. The devices 
are equipped with 802.11 radios as well as 802.15.4 radios. The device 
setup is performed with the use of the mobile Nest iOS application. 
Through the application, users are asked to provide the SSID and 
password of their home network. This allows the devices to 
communicate with the Nest services. Unlike other home automation 
platforms, in the Nest ecosystem there is no central hub responsible for 
coordination of the devices. The devices can access the internet directly 
through the home’s Wi-Fi router. Additionally, the Nest Protect devices 
are capable of communicating with each other, regardless of the 
presence of a Wi-Fi network, using the Nest Interconnect feature.  
Data was collected from iOS devices using iTunes backup system 
without encryption. On detailed analysis, useful information regarding 
user activities in a home environment were collected. 

MATERIALS	&	METHODS	

We recovered the following information by performing mobile device 
backup analysis: 
•  User adjustments to thermostats 
•  Thermostat Schedules 
•  Entry/Exit of a person from home 
•  Sounds heard at a given time 
•  User Settings 
•  Location Settings 
•  Timeline series 

EXPECTED	RESULTS	 FUTURE	WORK	

Cloud forensics of Nest internet of things is essential for identifying user 
behaviors, because most meaningful data are only saved on the cloud side. 
However, acquiring data from the cloud has two fundamental limitations 
in that it requires valid user credentials (usually a set of ID and password), 
and it is practically impossible to respond to a situation in which users try 
to delete data from the cloud. Analyzing client companions will help us in 
handling this limitation. Therefore, our future work might focus on this.  
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Our objective was to investigate the following on several IoT devices in a 
smart home setting: 
•  What kind of data can be collected from IoT devices? 
•  Can new types of data and traces from these devices be utilized for 

digital forensic purposes? 
•  If so, how can we collect and analyze them efficiently? 
•  How can IoT devices aid forensic investigators with their cases? 
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IoT	Digital	Forensics	of	Nest	Ecosystem	

FORENSIC	ANALYSIS	
•  What happened? 
•  When did it happen? 
•  How did it happen? 
•  Who and/or What did it? 

CHALLENGES	

•  IoT can be inappropriately used as a platform for illegal activities or 
storage of files used for espionage purposes.  

•  The fast pace at which IoT devices are manufactured, securing these 
devices from attacks is becoming a challenge. 

•  Internet of things can be infected with malware, could be hacked, 
they can have back-doors for attackers to intrude and, they can be 
tampered.  

•  Data diffusion across various components. 
•  IoT device manufacturer tends to use their own proprietary protocol 

for data and communication. 
•  Lack of standardized IoT forensic tools. 
•  Lack of stable international policies to acquire cloud data with 

mutual agreement. 

CONCLUSION	

The number of connected IoT devices is going to grow rapidly. Hence, 
automated forensic analysis of any component in an IoT ecosystem is 
highly essential. Also, sensors are limited to the physical information they 
register and the implementation of the detection algorithm. Many sensor 
readings are tunable. That being said, the users of such data and models 
should be aware of the existence of false positives and false negatives. 
They should take proper steps to detect and minimize false results from 
IoT devices. And hence, investigators of any case involving IoT forensics 
must be aware of such false results. 


